Creating a GDPR (General Data Protection Regulation)

Creating a GDPR (General Data Protection Regulation) policy involves outlining how your organization
collects, processes, stores, and protects personal data in compliance with the GDPR requirements.

1. Purpose

This policy outlines Company’s commitment to ensuring compliance with the General Data Protection
Regulation (GDPR), which aims to protect the privacy and personal data of individuals within the European
Economic Area (EEA).

2. Scope
This policy applies to:

e All personal data processed by Company.
e Employees, contractors, and third parties processing data on behalf of Company.

3. Definitions

a. Personal Data: Any information relating to an identified or identifiable natural person.
Explanation:

e Personal data includes any information that can directly or indirectly identify a person, such as:
o Name, address, phone number, or email.
o Online identifiers (e.g., IP address, cookies).
o Sensitive data like health information or financial details.

e |t applies to data in various forms, such as written records, electronic files, or video recordings.

b. Processing: Any operation performed on personal data, such as collection, storage, usage, or erasure.
Explanation:

e Processing refers to any action involving personal data, including:
o Collecting data through forms or surveys.
o Storing data in a database or cloud system.
o Using data for analytics, marketing, or communication purposes.
o Deleting or anonymizing data no longer required.
e Essentially, it covers every phase in the data lifecycle.



c. Data Subject: The individual whose personal data is being processed. The individual whose personal data
is being processed has extensive rights under GDPR.
Explanation:
The data subject is the person at the center of GDPR protection.
Examples:
= Customers, employees, or website visitors whose data is collected.
= A person whose name, address, or health records are stored in a company system.
o GDPR empowers data subjects with rights like access, rectification, and erasure of their
data.

d. Data Controller: Company determining the purpose and means of processing. Decides what and why
personal data is processed.
Explanation:

e The controller decides:
o Why the data is being processed (purpose).
o How it will be processed (means).
e Examples:
o A retail company collecting customer emails for marketing purposes.
o An employer managing employee records for payroll.
e Controllers hold the primary responsibility for ensuring GDPR compliance.

e. Data Processor: Third-party entities processing personal data on behalf of Company. Handles how the
data is processed on behalf of the controller.
Explanation:

e The controller decides:
o Why the data is being processed (purpose).
o How it will be processed (means).
e Examples:
o A retail company collecting customer emails for marketing purposes.
o An employer managing employee records for payroll.
e Controllers hold the primary responsibility for ensuring GDPR compliance.

4. Principles of Data Protection

The General Data Protection Regulation (GDPR) is built on seven core principles that guide the processing
of personal data. These principles are as follows:

a. Lawfulness, Fairness, and Transparency
e Lawfulness: Data must be processed based on a valid legal basis (e.g., consent, contract, legal
obligation).

e Fairness: Processing should not be misleading or cause harm to individuals.



e Transparency: Individuals must be informed clearly and openly about how their data will be
processed.

b. Purpose Limitation

e Personal data must be collected for specific, explicit, and legitimate purposes.

e Data should not be processed further in a way that is incompatible with those purposes unless
further processing is required by law.

¢. Data Minimization
e Only the personal data necessary to achieve the stated purpose should be collected and processed.
e Avoid collecting excessive or irrelevant data.

d. Accuracy
e Personal data must be accurate and kept up-to-date.
e Inaccurate data should be corrected or deleted without delay.

e. Storage Limitation
e Personal data should not be kept longer than necessary for the purpose for which it was collected.
e Data no longer needed must be securely deleted or anonymized.

f. Integrity and Confidentiality (Security)

e Personal data must be processed in a manner that ensures its security.

e This includes protection against unauthorized or unlawful processing, accidental loss, destruction,
or damage, through appropriate technical and organizational measures.

g. Accountability

e Organizations must take responsibility for compliance with GDPR and demonstrate how they
comply with these principles.

e Documentation, training, policies, and data protection impact assessments (DPIAs) are part of
demonstrating accountability.

5. Legal Basis for Processing

Company processes personal data based on one or more of the following legal bases:

a. Consent from the data subject.
e The data subject has freely given their clear, informed, and explicit consent for their personal data
to be processed.
e Explanation:
o Consent must be:
= Freely given: The individual should have a genuine choice without coercion.
= |nformed: The individual must know exactly how their data will be used.



= Explicit: The consent must be clearly affirmative, such as ticking a box or signing a
document.
o Example: A customer agrees to receive marketing emails by ticking a box on a website form.

Performance of a contract.
Processing is necessary to fulfil the terms of a contract with the data subject or to take pre-
contractual steps at their request.
If personal data is required for a contract to be performed, processing is lawful.
Example:
o Ane-commerce platform collects a customer’s shipping address to deliver a product they
purchased.
o Anemployer processes an employee’s bank details for salary payments.

Compliance with legal obligations.
Processing is necessary to comply with a legal obligation the company is subject to.
This applies when the law requires data processing.
Examples:
o Retaining employee tax records to comply with tax regulations.
o Processing health data to meet workplace safety laws.

Protection of vital interests.
Processing is necessary to protect the vital interests of the data subject or another person.
This legal basis is typically invoked in emergencies, such as life-threatening situations.
o Examples:
= Sharing medical information in a hospital to save a patient’s life.
= Processing contact information to alert family members during an emergency.

Legitimate interests pursued by Company or a third party.

Processing is necessary for the legitimate interests of the company or a third party, provided these
interests are not overridden by the data subject’s rights and freedoms.

Explanation:

Companies can process personal data to pursue legitimate business objectives if they have minimal
impact on the data subject’s privacy.

Examples:

o Preventing fraud by monitoring unusual activity.

o Using customer data for targeted marketing, provided privacy safeguards are in place.
Important: Companies must conduct a Legitimate Interests Assessment (LIA) to ensure a balance
between their interests and the rights of the individual.

6. Data Subject Rights



Company respects the rights of data subjects, including:
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Right to Access: Obtain a copy of personal data.

Right to Rectification: Correct inaccurate or incomplete data.

Right to Erasure: Request deletion of personal data ("Right to be Forgotten").

Right to Restriction: Restrict processing under specific conditions.

Right to Data Portability: Receive data in a structured, commonly used format.

Right to Object: Object to data processing based on legitimate interests.

Rights Related to Automated Decision-Making: Ensure human intervention in decisions with
significant impact.

Data subjects can exercise these rights by contacting contact email/phone number.

7. Data Protection Measures

To comply with GDPR, organizations must ensure the security and confidentiality of personal data. This

involves implementing both technical and organizational measures to prevent unauthorized access, data

breaches, and misuse of personal information. Here’s an explanation of each measure:

a.

Data encryption and pseudonymization.

i. Data Encryption:Transforming data into a secure format (ciphertext) that can only be accessed

or decrypted by authorized individuals with a specific decryption key.
Purpose: Prevent unauthorized access to sensitive data during storage or transmission.
Example:

o Encrypting customer payment details during online transactions.

o Using secure communication protocols like HTTPS for data transfer.

ii. Pseudonymization: Replacing identifiable data with artificial identifiers (pseudonyms) to
minimize the risk of identifying an individual.
Purpose: Protect data while allowing it to be used for processing, such as in analytics, without
exposing personal information.
Example:
Replacing a customer’s name with a unique code during data processing to anonymize
them.

Regular security audits and vulnerability assessments.

i. Security Audits: A systematic review of an organization’s data protection practices and systems

to ensure compliance with security standards.
e Purpose: Identify weaknesses and verify that existing measures are effective.
e Example:
Conducting a yearly audit to assess compliance with GDPR requirements.



ii. Vulnerability Assessments:
Identifying, analyzing, and addressing vulnerabilities in software, networks, or
infrastructure that could lead to data breaches.
e Purpose: Prevent potential exploits by fixing vulnerabilities proactively.
e Example:
Scanning web applications for weaknesses in login security.

c. Access control and authentication mechanisms.
i. Access Control:
Restricting access to personal data based on roles and responsibilities.
o Purpose: Ensure that only authorized individuals can access specific data.
o Example:
Implementing role-based access, where HR staff can view employee details but not financial
data.

ii. Authentication Mechanisms:
Verifying the identity of users accessing systems or data.
o Purpose: Prevent unauthorized access to sensitive systems or information.
o Examples:
= Requiring strong passwords and two-factor authentication (2FA) for system access.
= Using biometric authentication like fingerprint or facial recognition.

d. Training employees on data protection practices.
Educating employees about GDPR requirements and best practices for handling personal data.
e Purpose: Ensure that employees are aware of their responsibilities in protecting data and avoiding
security risks.
e Example Topics Covered in Training:
i. Identifying phishing attacks to prevent data breaches.
ii. Properly disposing of sensitive data.
iii. Avoiding sharing data without proper authorization.

Why These Measures Are Important

1. Prevent Data Breaches: These measures minimize the risk of unauthorized access, accidental loss,
or malicious attacks.
Enhance Trust: Strong security practices build trust with customers and stakeholders.
Compliance with GDPR: Organizations must demonstrate accountability and take appropriate steps
to protect personal data.



8. Third-Party Processors

The GDPR recognizes that organizations often work with third-party processors to handle personal data.

These are external entities that process data on behalf of a company (the data controller). However, the

data controller remains accountable for ensuring that third-party processors comply with GDPR

requirements. Here’s an explanation of how companies manage third-party processors:

Who is a Third-Party Processor?

Definition: An external organization or individual that processes personal data on behalf of the data
controller, under the controller's instructions.
Examples:

o Cloud storage providers (e.g., AWS, Google Cloud).

o Marketing agencies sending emails to customers.

o Payroll services managing employee salary data.

Responsibilities of the Company (Data Controller)

Ensure Compliance with GDPR Standards: The company must verify that the third-party processor
adheres to GDPR standards, including:

Implementing appropriate technical and organizational measures to protect personal data.
Ensuring the data is processed only for authorized purposes.

Respecting the rights of data subjects, such as allowing access, rectification, or erasure of their
data.

How It’s Ensured:

Conduct a thorough assessment of the processor’s GDPR compliance before entering into a
contract.

Require documentation of their data protection policies, security measures, and certifications (e.g.,
ISO 27001).

Enter into Data Processing Agreements (DPAs).
A Data Processing Agreement (DPA) is a legally binding document that outlines the rights and
responsibilities of the data controller and the processor.

Key Elements of a DPA:

Scope and Purpose: Specify the types of personal data processed, the purposes, and the processing
duration.

Confidentiality: Processors must maintain confidentiality and protect data from unauthorized
access.



e Security Measures: Processors must implement adequate security measures, such as encryption or
access control.

e Sub-Processing: Processors cannot engage other sub-processors without prior written consent
from the controller.

e Breach Notification: Processors must notify the controller of any data breaches immediately.

e End of Processing: Processors must delete or return personal data once processing is complete.

Why DPAs Are Important:

e They provide legal protection for both parties.
e They ensure the processor adheres to GDPR requirements.

e Provide adequate guarantees of data protection.
What It Means:
o Third-party processors must demonstrate that they can securely process personal data and
meet GDPR obligations.

o Adequate guarantees can include:
i. Certifications (e.g., 1ISO 27001).
ii. Documented policies on data security and privacy.
iii. Regular audits and risk assessments.

How Companies Ensure Guarantees:
o Include audit rights in the DPA to allow the company to verify compliance.
o Require periodic reports or certifications from the processor.

Key Considerations When Working with Third-Party Processors

1. Due Diligence: Conduct thorough background checks and compliance assessments before engaging
a processor.
Limited Purpose: Ensure the processor only uses data for the purposes specified in the DPA.
Monitor Compliance: Periodically review the processor’s compliance with GDPR and their security
measures.
Sub-Processor Approval: Require approval for any sub-processors the processor may engage.

5. Accountability: The controller remains accountable for any data breaches or non-compliance by the
processor.

Examples of Third-Party Processor Relationships

e Cloud Storage: A company using AWS to store customer data must ensure AWS complies with
GDPR standards.



e Marketing: A retailer using a marketing agency to send promotional emails must verify the agency’s
data handling practices.
e Payroll Services: A business outsourcing payroll must ensure the payroll provider keeps employee

data secure.

9. Data Breach Management

a. Definition of a Data Breach

A data breach refers to any incident where personal data is accidentally or unlawfully destroyed, lost,
altered, disclosed, or accessed without authorization.

Examples of Data Breaches:

e A hacker accessing a customer database.
e An employee accidentally emailing sensitive data to the wrong person.
e Losing a device containing unencrypted personal data.

b. Notification to Supervisory Authority

e Requirement:
o The company must notify the relevant supervisory authority (e.g., a Data Protection
Authority) within 72 hours of becoming aware of a breach.
e Details to Include in the Notification:
o Nature of the breach:
= Type of data involved (e.g., names, addresses, financial details).
= Number of affected data subjects.
o Impact assessment:
= Possible consequences for the individuals.
o Mitigation efforts:
= Measures the company has taken or plans to take to address the breach (e.g.,
securing systems, notifying affected individuals).
e Exceptions:
o If the breach is unlikely to result in a risk to individuals’ rights and freedoms (e.g., encrypted
data), notification to the authority may not be required.

¢ Informing Affected Data Subjects

e Requirement:
If the breach poses a high risk to the rights and freedoms of individuals (e.g., risk of identity
theft, financial loss, or reputational harm), the company must inform the affected individuals

without undue delay.

e Details to Include in the Notification:



A clear description of the breach.
Potential consequences for the individual.
Steps individuals can take to protect themselves (e.g., changing passwords, monitoring
accounts).
o Contact details for further assistance (e.g., a Data Protection Officer or support team).
e Exceptions:
Notification to individuals may not be necessary if:
i. The company has implemented measures (e.g., encryption) to protect the data.
ii. Immediate actions taken have mitigated the risks to individuals.
iii. Notification would involve disproportionate effort, in which case a public
announcement may suffice.
Mitigation and Response Measures
e Once a breach is detected, companies must:
o Contain the breach and prevent further unauthorized access.
o Assess the root cause and implement measures to prevent future breaches.
o Document the incident and actions taken for accountability and audit purposes.

Importance of Timely Reporting
Why 72 Hours?
o Prompt notification helps regulatory authorities assess the breach and support mitigation
efforts.
o Delayed reporting can lead to higher penalties for non-compliance.

Consequences of Non-Compliance
Penalties for Not Reporting Breaches:
o Fines of up to €10 million or 2% of the company’s global annual turnover, whichever is
higher.
Impact on Reputation:
o Failure to report or manage a breach properly can damage customer trust and brand
reputation.

Best Practices for Data Breach Management
Incident Response Plan:
o Develop and maintain a plan that outlines steps to identify, contain, report, and resolve
breaches.
Employee Training:
o Train staff to recognize potential breaches and respond appropriately.
Regular Security Audits:
o Conduct audits to identify vulnerabilities and address them proactively.
Appoint a Data Protection Officer (DPO):
o The DPO oversees compliance and acts as the main contact for breach management.



10. International Data Transfers

Under GDPR, transferring personal data outside the European Economic Area (EEA) is tightly regulated to

ensure that individuals' data remains protected even when processed in other countries. Here’s an

explanation of how companies can ensure compliance:

What Are International Data Transfers?

Definition: An international data transfer occurs when personal data is moved from an organization
within the EEA to a location outside the EEA.

Purpose: Such transfers often happen for business reasons, such as outsourcing, cloud storage, or
global operations.

Risk: When data is transferred internationally, it may lose the protections guaranteed by GDPR,
particularly if the recipient country does not have equivalent data protection laws.

. Mechanisms to Ensure Compliance

Standard Contractual Clauses (SCCs)

What Are SCCs?
o SCCs are pre-approved, legally binding templates provided by the European Commission.
o These clauses ensure that data processors or controllers in non-EEA countries provide a
level of protection equivalent to GDPR.
How They Work:
o Companies include SCCs in contracts with third parties in non-EEA countries.
o The clauses obligate the recipient to follow GDPR principles, such as ensuring security and
respecting data subject rights.
Example:
A European company using a US-based cloud provider must include SCCs in their agreement
to ensure data security.

Adequacy Decisions by the European Commission

What Are Adequacy Decisions?
An adequacy decision is a determination by the European Commission that a non-EEA
country provides a level of data protection comparable to GDPR.

How They Work:
If a country is deemed "adequate," companies can transfer data to that country without
additional safeguards like SCCs.

Adequate Countries Include:
Countries such as Japan, Switzerland, Canada (commercial organizations), and others. (The
list is maintained and updated by the European Commission.)



e Example:
A German company can transfer personal data to Japan without requiring additional
agreements because Japan has an adequacy decision.

ili. Binding Corporate Rules (BCRs)

e What Are BCRs?
o BCRs are internal policies used by multinational companies to transfer personal data within
their group of companies across borders.
o They are legally binding and must be approved by a supervisory authority.
e How They Work:
o BCRs define how data will be processed, secured, and shared within the company group.
o They ensure all entities within the organization adhere to GDPR standards.
e Example:
o A global organization with offices in the EU and India can use BCRs to transfer employee
data between these locations securely.

b. Additional Safeguards

If none of the above mechanisms apply, companies may use these safeguards to transfer data:

e Explicit Consent: Obtain clear, informed consent from the data subject for the transfer.

e Public Interest: Transfers necessary for public interest purposes.

e Contractual Necessity: Transfers required for the performance of a contract between the data
subject and the organization.

c. Key Compliance Steps

e Assess the Need for Transfers:
o ldentify whether personal data is leaving the EEA.
o Understand the purpose and destination of the transfer.
e Select the Appropriate Mechanism:
Use SCCs, adequacy decisions, or BCRs based on the destination and relationship with the recipient.
e Conduct a Transfer Impact Assessment (TIA):
o Evaluate whether the recipient country provides sufficient data protection.
o Address any gaps with additional safeguards.

e Document the Process:

Maintain records of all data transfers, agreements, and assessments for accountability.



d. Consequences of Non-Compliance

e Fines: Non-compliance with international transfer rules can result in fines of up to €20 million or
4% of global annual turnover, whichever is higher.

e Reputation Damage: Mishandling international transfers can erode customer trust and damage a
company’s reputation.

11. Retention and Deletion

The General Data Protection Regulation (GDPR) requires organizations to manage personal data
responsibly by limiting how long it is retained and ensuring its secure deletion when it is no longer needed.

a. Key Principles of Retention and Deletion

e Purpose Limitation:
o Personal data should only be retained as long as it is necessary for the purpose for which it
was collected.
o Once the purpose is fulfilled, the data must be deleted or anonymized.
e Storage Limitation:
o Data cannot be stored indefinitely unless it is required for legal, regulatory, or legitimate
purposes.
o Retention periods must align with the organization’s data protection and retention policies.

b. Establishing Retention Periods
e How to Define Retention Periods:
o ldentify the purpose of processing the data.
o Determine the duration necessary to fulfill that purpose.
o Account for any legal or regulatory requirements that mandate specific retention periods
(e.g., tax records or employment documents).
e Examples:
o Employee Records: Retain for the duration of employment and an additional 5 years for legal
compliance.
o Customer Data: Retain until the customer relationship ends and any contractual obligations are
fulfilled.

c. Deletion of Data
e When to Delete Data:
o The retention period expires.
o The datais no longer relevant to the original purpose.
o The individual withdraws consent (if the data was processed based on consent) and no
other lawful basis applies.



e How to Delete Data Securely:
o Digital Data:
Use permanent deletion methods like secure wiping tools or overwriting.
o Physical Data:
Shred or incinerate paper documents containing personal data.
o Third-Party Deletion:
Ensure third-party processors delete data upon request and provide
confirmation.

d. Legal and Regulatory Exceptions
In some cases, personal data may need to be retained longer due to legal obligations:

o Financial Records: Tax laws may require retention for a set number of years (e.g., 6
years in the EU).

o Litigation Hold: Data may be retained if needed for ongoing or potential legal
proceedings.

o Public Interest: Data may be retained for archiving or research purposes in the public
interest, provided adequate safeguards are in place.

e. Policy Implementation
To comply with GDPR, organizations must:
e Create a Data Retention Policy:
o Define retention periods for all types of personal data.
o Ensure the policy is accessible to employees handling personal data.
e Automate Deletion Processes:
o Use data management tools to track and delete data automatically when retention
periods expire.
e Document Retention and Deletion:
Maintain a record of data retention practices to demonstrate compliance.
e Communicate with Data Subjects:
o Include information about retention and deletion in privacy policies.
o Inform data subjects about their rights to request data deletion.

f. Accountability and Transparency
Organizations must demonstrate:
e Compliance: Maintain documentation to show adherence to retention and deletion policies.
e Transparency: Clearly communicate to individuals how long their data will be stored and
when it will be deleted.

g. Non-Compliance and Risks
e Consequences of Non-Compliance:
o Fines of up to €20 million or 4% of global annual turnover, whichever is higher.



o Reputational damage due to mishandling or over-retention of personal data.

h. Best Practices
e Regularly review and update retention and deletion policies to reflect changes in:
o Legal requirements.
o Business practices.
o Data processing activities.
Conduct audits to ensure data is deleted as per the defined policy.

12. Responsibilities

The General Data Protection Regulation (GDPR) assigns specific responsibilities to ensure that personal
data is handled lawfully, transparently, and securely. These responsibilities are divided between the Data
Protection Officer (DPO) and all employees who process personal data.

Data Protection Officer (DPO)

A DPO is a designated individual responsible for overseeing and ensuring an organization's compliance with
GDPR.

a. Key Responsibilities of the DPO:

e Monitor Compliance:
o Ensure that the organization adheres to GDPR principles in its policies and practices.
o Conduct regular audits to identify potential compliance gaps.

e Provide Advice:
Guide the organization on GDPR obligations, including data protection measures and privacy
impact assessments.

¢ Training and Awareness:
Educate employees about GDPR requirements and their roles in maintaining compliance.

e Act as a Point of Contact:
o Serve as the primary contact for data subjects and supervisory authorities regarding data
protection issues.
o Handle data breach notifications and data subject access requests (DSARs).

e Advise on Data Protection Impact Assessments (DPIAs):
Assess and mitigate risks associated with high-risk processing activities.



When is a DPO Required?
A DPO is mandatory for organizations that:

e Are public authorities.
e Process sensitive data on a large scale (e.g., health or biometric data).
e Monitor individuals systematically on a large scale.

b. Employees

¢ Role of Employees in GDPR Compliance:

Every employee who processes personal data has a role in ensuring compliance with GDPR.

e Key Responsibilities:

Process Data Lawfully:
o Handle personal data in line with the organization's GDPR policy and principles.
o Ensure data is processed based on a valid legal basis (e.g., consent, contract, legal
obligation).
Maintain Security:
o Protect personal data from unauthorized access, loss, or disclosure.
o Follow the organization's data security protocols, such as using strong passwords and
secure file storage.
Report Incidents:
Immediately report any suspected data breaches or security vulnerabilities to the DPO or
relevant department.
Respect Data Subject Rights:
Assist in fulfilling data subject rights, such as access, correction, or deletion requests, when
directed by the DPO.
Confidentiality:
o Ensure personal data is accessed and shared only with authorized individuals.
o Avoid disclosing sensitive information inappropriately.
Training and Awareness:
Employees must undergo regular GDPR training to stay updated on their responsibilities and the
organization's data protection practices.

c. Importance of These Roles
DPO: Acts as the organization's GDPR compliance leader, ensuring accountability and providing
guidance on complex data protection issues.
Employees: Form the first line of defence in protecting personal data and maintaining the
organization's GDPR compliance.



13. Policy Review
This policy will be reviewed annually or when required by changes in GDPR regulations.
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